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Network Intrusion
etection

* The goal of intrusion detection
IS to identify entities attempting

to subvert in-place security
controls.




enial of Service (DoS)

Attack

* Imagine that an intruder wanted to
make a telephone system unusable by
telephone customers. How would they

do this? One way would be to make

call after call in an attempt to make all
circuits busy. This type of attack is
called a denial of service, or DoS,
attack.’ RNES




A Genetic VWhat™”

* A Genetic Algorithm (GA) is a family of
computational models based on
principles of evolution and natural
selection.’

* A GA employs a set of adaptive
processes that mimic the concept of
“survival of the fittest.”
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* A network IDS, using either a network tap,
span port, hub, or firewall, collects traffic
based information that traverse a given

network.’

This traffic data is then used by the GA for
the creation a set of rules for an Intrusion
Prevention Rule based system.

Intrusion prevention follows the same

process of gathering and

identifying data

and behavior, with the added ability to block

or prevent the activity.




Senetic Algorithms: 101

* The definition of the word genome is “the
haploid set of chromosomes of an
organism”™

« So, first, we convert the problem in a
specific domain into a model by using a
chromosome-like data structure.’
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Chrormosome

 For us, since we want a more
“evolved rule set” for intrusion

detection, we will convert a
potential intrusion (problem
domain) into a chromosome.




(Setting

the Sus

Ntrusion

Hected

* Here is the typical content of a firewall log

entry:

— Time | Action | Firewall | Interface |
Product| Source | Source Port |

Destination | Service | Protocol |
Translation | Rule

* For our purposes we will look at:

— Source |IP address | Destination IP
address | Destination Port | Protocol |
Bytes Sent by Originator | Bytes sent by
Responder.




Customizing the
Suspected INntrusion

* Next we note a suspected attack with the
following record:

Source IP: 192.19.54.155 | Target IP:

109.1.1.20 (a database server) | Destination
port: 8184 (is for internal data port) |
Protocol: File Transfer Protocol | Originator
sent 7,500 bytes of data | The responder
(database) sent 2,500,000 bytes of data




ouspect
— Chromosome
Record

* Now that we have a log record that is
suspect, we can create the IDS
Chromosome.

* In order to use a Genetic Algorithm we
need to make the problem domain into
a “Chromosome.”
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Scilience Class™”?

« Chromosome — The self-replicating genetic
structure of cells containing the cellular DNA
that bears in its nucleotide sequence the
linear array of genes.’

* Allele — One of the variant forms of a gene
at a particular locus, or location, on a
chromosome.’




Locus for Homologous
flower-color pair of
gene chromosomes
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Allele for white flowers
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From: http://www.csulb.edu/~kmacd/361-6-Ch2.htm




Creating Our 1IDS
Chromosomrme - |

« Within a rule based system, the rules stored in the
rule base are usually in the following form:

if <condition> then <action>°
 |n our case:

— If {the connection has following information:
source IP 209.11.1.155; destination |IP address:
109.1.1.17 ~ 109.1.1.21; destination port
number: 8184, the protocol used is FTP; the
originator sent more than 10,000 bytes of data;
and the responder sent more than 250,000 bytes
of data } then {stop the connection}’
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Creating Our IDS
Chromosome -

Next, we consider the rule set and
place it into a tabular format for clarity.

Attribute Range of Values |Example Values

Source IP address 0.0.00 ~

255.255.255.255
0.0.0.0 ~
255.255.255.255

0 ~ 65535

Destination IP address

Destination Port
Number

Protocol 1~20

Number of Bytes Sent (0 ~ 250 KB

by Originator
Number of Bytes sent
by Responder

0~1MB

125.19.54.155

109.1.1.20

8184

122.19.54.155 is a
suspect IP address.

IP Address 109.1.1.17 ~
109.1.1.21 are database
servers.

Destination port

number, indicates

this is a http service. 8184
is for internal data access.
The protocol for this
connection FTP. (6 = FTP)
The originator sends
10,500 bytes of data

The responders sends
2,500,000 bytes of data
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Creating Our IDS
Chromosome - I

We can convert the tabular rule set into a
chromosome form, with each item in the left
column representing an allele of the
chromosome with its corresponding value In
the right column.

Source IP address 125.19.54.155 converted to
2098411163

Destination IP address 109.1.1.20 converted to 1828782356

Destination Port Number 8184

Protocol 5

Number of Bytes Sent by 10500
Originator

Number of Bytes sent by 2500000
Responder




s the "'DNA” of a GA™?

Generate
Random
Fopulation

Fitness Optimization
Function Criteria Met?

F 3

Selection

Generate
New
Population

|
\poosss:
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o 2 0 eees Mutation Crossover

Adapted from:

Pohlheim, Hartmut. (2003). Genetic and Evolutionary Algorithms: Principles, Methods and Algorithms.
Genetic and Evolutionary Algorithm Toolbox. From: http://www.geatbx.com/docu/algindex-
01.html




—ltNness Function - Step 1

* First, the general outcome is determined based
on whether a “gene” (or allele) matches the pre-
classified data set that was obtained from a
network device such as a firewall log. Then
multiply the weight of that field to the "matched”
value that is either 1 or 0°.

Outcome = E Matched * \Weight,
i = 1




—tNness Function - Ste
- contiNnuec

« Weight values are applied to the different genes
as historically reported by network devices. All
genes denoting the Destination |P address have
the same weight value®.

=]
E ' i High Weight
Outcome = MNatched = WEight,

Destination
FPort

Originator
Bytes Sent
Bytas Senk Low Weight




—tNness Function - Step 2

* The delta value or absolute difference between
the “outcome” of the chromosome and the
suspicion_level is then computed using the
following equation. The suspicion_level is a value
that indicates if the historical gene value and the
suspicious gene value are considered a “match.”
The actual value of suspicion_level also reflects
observations from historical data®.

A = | outcome - suspicion_level |




—ltness Function - Step 3

* |f the delta level is high enough, a penalty value is
calculated using this delta (or absolute
difference). The “ranking” in the equation below
Indicates whether or not a network intrusion is
easy to establish. If the ranking value is high, the
historical data should verify the determination®.

A“ ranking J

100

penalty = (




—tNness Functtion - Step 4

 Finally, the chromosome’s fitness is then
computed using the above penalty. The scope of
the fitness result is between 0 and 1°.

fitness = 1 - penalty

Following the running of the fitness function
the fitness level is reviewed. If the fithess
level is not obtained, the algorithm then
evolves through the selection, crossover
(recombination), and mutation functions




Selection

* In essence, the GA begins to
“experiment” with the existing set of
chromosomes by combining and
refining the genes contained within

each chromosome. The objective is to
produce new chromosomes that form
a new generation of possible solutions
to evaluate.’




Crossov

* The crossover operation allows the GA
to create a new chromosomes that
share positive characteristics while
simultaneously reducing the
prevalence of negative characteristics
In an otherwise reasonably fit
solution.™




=M (continued)

Father

Mother

Crossover @Ep’“ing




Nlutation

he final step in the refinement
process Is mutation. The mutation
phase randomly changes the value of
a gene from its current setting to a
completely different one.™
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Evolved utcorme
Convert this:

Source IP | Destination | Destination | Protocol
IP Port Bytes Bytes
To This:

295995 If {the connection has following information: source
(oo IP 125.19.54.155; destination IP address:
\pooese: 119.1.1.17 ~ 119.1.1.21; destination port number:
\ """ 8184; the protocol used is FTP; the originator sent
\ more than 10,000 bytes of data; and the responder
sent more than 250,000 bytes of data }

then {log the intrusion and stop the connection}
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* Apply an actual anomaly
based data and network
device data to form the input

‘chromosomes’, the gene
range values, and the values
for the evaluation function.




Steps-continued

/ Known Consists of Known Metwork
Intrusion Data Intrusion Viokator Data

Start process with Known

Intrusion Data / -

¥

Process input data / Metwark

o output potental | | Davice
network intrusion [ Record
data.

From Metwork Devices such
as Firewalls and Switches

¥

Process to
produce

L] “chromosome”
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Fit Rule Set
Data

Data consists of Source [P,
Protocol, Source Port,
Source Byte Count, and
Destination Byte Count. The
data is used for {1} values for
the evaluation function and
(2} upperiower bound gene
settings from the calling
function.

End FProcess with Fit Rule Set Data that
can be usad for Matwork Intrusicn
Prevention Systems or further data

analysis via Business Intelligence tools.




Future Steps-continuec

 Compare GA results with existing anomaly
rule set for effectiveness.

Data mine the GA results for patterns or
data clusters in the output and then analyze
for discoveries.

Utilize Genetic Programming, which
enhance GAs since they produce dynamic
programs instead of static chromosomes, to
produce more multifaceted and flexible
outcomes.
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